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WHOAMI

● Hardware & software developer

● Custom hardware development, prototyping, R&D

● https://hyperglitch.com 

https://hyperglitch.com


How it started How it’s going



Side-channel attacks

(https://en.wikipedia.org/wiki/Side-channel_attack) 



Side-channel attacks

● VanEck phreaking
Electromagnetic radiation from video display units: 
An eavesdropping risk?, 1985

● Keyboard acoustic emanations
Dmitri Asonov and Rakesh Agrawal, 2004

● The Visual Microphone
Davis et al., 2014

Fun examples



Side-channel attacks

https://arstechnica.com/information-technology/2023/06/hackers-can-steal-cryptographic-keys-by-video-recording
-connected-power-leds-60-feet-away/



Side-channel attacks

https://www.nassiben.com/video-based-crypta



Side-channel attacks

https://www.computer.org/csdl/proceedings-article/sp/2024/313000a163/1Ub24CjWdlm



Power Analysis
● CPU is made from transistors (MOSFET pairs)

● they are being switched to form 1s and 0s, the numbers

● by being switched they are using more or less power

● CPU is leaking information!!!

⇒ How granular can we go?



Power Analysis



Power Analysis



Simple Power Analysis
● Base for timing attacks

● Base for glitching

● “Visual” secret extraction



Simple Power Analysis
● “Visual” 

● Timing 

● Base for glitching

https://github.com/newaetech/chipwhisperer/blob/develop/firmware/mcu/basic-passwdcheck/basic-passwdcheck.c
https://github.com/newaetech/ChipWhisperer-Test-Results/blob/main/tutorials/SIMULATED/SOLN_Lab%202_1B%20-%20Power%20Analysis%20for%20Password%20Bypass.ipynb



Simple Power Analysis
● “Visual” 

● Timing 

● Base for glitching

https://grandideastudio.com/portfolio/security/stm32-fault-injection/



Simple Power Analysis
● Base for timing attacks

● Base for glitching

● “Visual” secret extraction

Kocher, P., Jaffe, J., Jun, B. et al. Introduction to differential power analysis. J Cryptogr Eng 1, 5–27 (2011)



But what if the order of 
operations doesn’t depend 
on the secret material?



DPA
(differential power analysis)

● Power consumption correlated to the actual data being 
manipulated ‒ consumption is different for 1 and 0

● Much smaller changes, overshadowed by measurement 
errors and noise

● Attacking a single bit at a time:
 

‒ record N traces with different inputs
‒ for a key/byte guess predict one bit
‒ split into two groups (predicted “1”s and “0”s)
‒ average each group and subtract
‒ was the guess correct? Repeat for other 255 key guesses

Paul Kocher, Joshua Jaffe and Benjamin Jun: Differential Power Analysis, 1999
https://www.paulkocher.com/doc/DifferentialPowerAnalysis.pdf



● Introduce better leakage model
○ Hamming weight: HW(0b00110011)==4
○ Hamming distance: HD(0b1010 ‒> 0b1110) == 1

● “split into two groups” => “measure correlation”
‒ record N traces with different inputs
‒ predict a whole byte and get its HW
‒ does the prediction correlate with power trace? (all traces)
    (Pearson’s correlation)

Brier, E., Clavier, C., Olivier, F.: Correlation Power Analysis with a Leakage Model, 2004
https://link.springer.com/content/pdf/10.1007/978-3-540-28632-5_2.pdf

CPA
(correlation power analysis)









How to do it?

● Every change synced to CPU clock
● Async sampling

○ 5-7 x clock frequency
○ Requires resampling/aligning

● Sync sampling
○ Everything aligned
○ Adjust offset



-ChipWhisperer
https://github.com/newaetech/chipwhisperer-jupyter

-Oscilloscope + LNA
-RedPitaya

https://github.com/fdurvaux/sca-redpitaya

-Glasgow + something?

Available tools

free-running

synchronized

https://glasgow-embedded.org



I made a tool!
Glasgow
 Interface
Explorer

Synchronous
Power
Acquisition &
Reconnaissance
Kit





https://gitlab.com/hyperglitch/gie-spark



Let’s simplify things

● ST NUCLEO-F303RE
● tinyAES / mbedTLS
● 8MHz clock from SPARK board
● Sampled at 24MHz
● ChipWhisperer tutorial firmware



Gateware / Software

● https://gitlab.com/hyperglitch/gie-spark-applet

● SPARK board control + UART

● Scripts for checking the traces and key 
extraction



First results and the power of averaging



First results and the power of averaging



First results and the power of averaging



First results and the power of averaging



After some modifications 
‒ shunt increased to 20Ω
‒ gain increased to 50
‒ buffer size increased
‒ AA filter added
‒ decoupling removed



After some modifications 
‒ shunt increased to 20Ω
‒ gain increased to 50
‒ buffer size increased
‒ AA filter added
‒ decoupling removed



DEMO 
TIME!



Countermeasures

● Masking ‒ split intermediates into parts

● Hiding ‒ add noise, randomize operations,
add random delays

Other implementations

● Hardware implementation ‒ harder but 
still possible (HD leakage model)



DOES THIS 
STILL
WORK?



DOES THIS 
STILL
WORK?

https://courk.cc/breaking-flash-encryption-of-espressif-parts



Thank you!
Igor Brkić

@1g0rb
https://hyperglitch.com

https://hglt.ch/dpa_balccon.pdf


